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ABSTRACT

In this paper we propose a design of multi-signature scheme for wireless networks and it is
based on an improved elliptic curve digital signature algorithm. Wireless communications
perform better with the elliptic curve cryptosystem because of their efficiency regarding
speed, low bandwidth and high security. Multi-Signature is the special purpose signature
in which multiple signer jointly sign a message or messages. Security of the scheme relies
on elliptic curve discrete logarithm problem (ECDLP). Our scheme is more secure and has
improved efficiency of computation than with the existing schemes.
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1. INTRODUCTION

In our daily life whether it is our workplace, home or some other place like shops, means of wireless com-
munication is present in every place and plays its crucial role. In this age of information the need of wireless network
and data traffic in networks grow rapidly and this brings more concern about security of these wireless networks and
the information that is on the flow. The bandwidth requirement for wireless communication is less in comparison with
the traditional wired communication. The equipments used by the end user are having very limited capacity of com-
putation and power like mobile phones. In this situation the elliptic curve cryptosystems is suitable and has advantage
over other cryptosystems in trend, because of its features [8].

Elliptic Curve Cryptosystem (ECC) was independently introduced by Victor Miller [11] and Neal Koblitz [7], in the
year 1985. Elliptic curves rise naturally in many branches of mathematics and are closely linked with the theory of
elliptic functions, from which they derive their name. Elliptic curve cryptosystem has gained advantage over other
cryptosystems like RSA [13] and Elgamal [2] because of the features like: (a) Robust Security, (b) Faster Computa-
tion, (c) Less storage space required and (d) Shorter Key size.

Modern days technology rely on algorithms that do computation quickly and cheaply. One of them is Ellip-
tic Curve Digital Signature Algorithm (ECDSA). The ECDSA is the elliptic curve analogue of the Digital Signature
Algorithm (DSA). ECDSA was first proposed in 1992 by Scott Vanstone [14]. It was accepted in 1998 as an ISO stan-
dard and is under consideration for inclusion in some other ISO standards. It was also accepted in 1999 as an ANSI
standard and in 2000 as IEEE and NIST standards. Organizations go for ECDSA because of its high reputational
security. The security of ECDSA is based on the intractability of elliptic curve discrete logarithm problem (ECDLP).
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The points on the elliptic curve form a group G, the elliptic curve discrete logarithm problem is to find the integer
x, for group elements P and Q, such that Q = xP . The security of 322-bit ECDSA is equal to the 1024-bit RSA
signature and the length of certification is 62 bytes, RSA has 256 bytes and the DSA is 168 bytes.

Itakura and Nakamura [6], were first who introduced multi-signature scheme. However their scheme has
an efficiency issue because the generation and the verification cost of the multi-signature increases linearly with the
number of signers. Since then, various multi-signature schemes have been realized. Some of them are multi-signature
schemes that are based on RSA assumption given by Harn and Kiesler [4, 5] and Okamoto [12], Wang, Miao, Doi
and Okamoto [15] constructed form bilinear maps, based on discrete logarithm problem assumption by Hardjono and
Zheng [3]. In 2004, a multi-signature scheme based on the elliptic curve cryptosystem is given by Chen et al. [1],
Later, Liu and Liu [9] and many multi-signature schemes are given by researchers.

The organization of our paper is given as follows. We review Elliptic Digital Signature Algorithm (ECDSA)
in section-2, in section-3 we give the Improvised Elliptic Digital Signature Algorithm (ECDSA-I), Section-4 is about
design of multi-signature scheme, Section-5 deals with security and computational analysis of the proposed multi-
signature scheme and finally we draw some conclusion in Section-6.

2. ELLIPTIC CURVE DIGITAL SIGNATURE ALGORITHM (ECDSA)

Throughout this paper, we will use the following notations to explain and analyze the schemes.

Notations:

O : An original signer.
V : A verifier.
Fp : Finite field.
Ep : An elliptic curve defined over a finite field.
G : A base point on Ep having prime order q.
x0 : A private key of original signer O, with 0 ≤ x0 ≤ q − 1.
Q : A public key of original signer O.
h(.) : A one-way hash function.

The ECDSA consists of three phases: (I) Key Generation, (II) Signature Generation and (III) Signature
Verification. Now we give the three phases in detail and the steps required to complete the signature algorithm.

Phase (I) Key Generation For ECDSA:

The suitable chosen elliptic curve Ep defined over a finite field Fp of characteristic p and a base point G ∈
Ep(a, b) with an order n.

(i) Select a random integer x0 such that, 1 ≤ x0 ≤ n− 1.

(ii) Compute Q = x0G.

So key pair is (x0, Q), where x0 is a private key and Q is a public key of the signer.

Phase (II) ECDSA Signature Generation:

To sign a message m, signer O does the following steps:

(i) Select an integer α such that, 1 ≤ α ≤ n− 1.

(ii) Compute αG = (x1, y1).

(iii) r = x1 mod n, if r = 0, then select new α.

(iv) Calculate α−1 mod n and e = h(m).

(v) Compute s = α−1( e+ x0r ), if s = 0 then go to step (i).

The signature for the message m is (r, s).

Phase (III) ECDSA Signature Verification:

To verify O′s signature (r, s) on message m, verifier V follows the steps:
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(i) Verifier checks whether 1 ≤ r, s ≤ n− 1, or not, if not then signature is invalid.

(ii) Compute e = h(m) and s−1.

(iii) Compute u = e s−1 mod n and v = rs−1 mod n.

(iv) Compute w = (x2, y2) = uG+ v Q, if w = 0 then stop, otherwise compute t = x2 mod n.

(v) The signature is valid if and only if t = r.

The signature is valid one iff, t = r.

w = uG+ v Q mod n

= es−1G+ rs−1x0G mod n .

= s−1( e+ x0r )G mod n

= αG

Therefore uG+ v Q = αG and so t = r, which is required.

3. IMPROVED ELLIPTIC CURVE DIGITAL SIGNATURE ALGORITHM (ECDSA-I)

In the year 2006, Zhong, Guanzhong and Deming [17], gave an efficient ECDSA based signature scheme
for wireless network with an improved ECDSA algorithm. The improved ECDSA scheme is also comprised of three
phases: (I) Key Generation, (II) Signature Generation and (III) Signature Verification as follows:

Phase (I) Key Generation For ECDSA-I:

The suitable chosen elliptic curve Ep defined over a finite field Fp of characteristic p and a base point G ∈
Ep(a, b) with an order n.

(i) Select a random integer x0 such that 1 ≤ x0 ≤ n− 1.

(ii) Compute Q = x0G.

So key pair is (x0, Q), where x0 is a private key and Q is a public key of signer.

Phase (II) ECDSA-I Signature Generation:

To sign a message m, signer O does the following steps

(i) Select an integer α such that 1 ≤ α ≤ n− 1.

(ii) Compute αG = (x1, y1).

(iii) r = x1 mod n, if r = 0, then select new α.

(iv) Calculate α−1 mod n and e = h(m).

(v) Compute s = α+ ex0 r, if s = 0 then go to step (i).

The signature for the message m is (r, s).

Phase (III) ECDSA-I Signature Verification:

To verify O′s signature (r, s) on message m, verifier V follows the steps:

(i) Verifier checks whether 1 ≤ r, s ≤ n− 1, or not , if not then signature is invalid.

(ii) Compute e = h(m).

(iii) Calculate w = sG− er Q = (x2, y2), and v = x2 mod n.

(iv) The signature is valid if and only if r = v.
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In the verification phase, if r = v, the signature (r, s) and the message m is authentic. The message generated by
original signer O then

w = sG− er Q mod n .

= ( (α+ erx0) mod n )G− er Q mod n

= ( (α+ erx0 ) mod n )G− erx0G mod n

= αG

= (x1, y1)

∴ w=(x2, y2)=αG=(x1, y1) and so r = v, which is required for signature verification.

4. PROPOSED MULTI-SIGNATURE SCHEME

The proposed multi-signature consists of four phases, which are system initialization, system key generation,
multi-signature generation and multi-signature verification. The following participators involve in this scheme:

(a) Senders: Wireless client C′is.

(b) Signature Entity: Wireless client C1,C2, ...Cn.

(c) Authentication Center (AC).

(d) Verification Server (VS).

The authentication server AC receives the signature request from the client C′is, then selects field parameters and one
way hash function and sends the message to signature entity Ci. As AC receives the individual signature from C′is,
generates global signature and sends it to VS.

Phase (I) System Initialization:

The AC, perform the following procedure as soon as he receives request from client C′is.

(i) Select parameters and hash function h.

(ii) Archives for users are created and appoint n authorized users C1,C2, ...Cn, to sign the message respec-
tively.

Phase (II) Generation of Key:

All the signature entity Ci, follow the steps

(i) Select a large random integer di ∈ [1, n− 1], as his private key.

(ii) Every signer compute Ri = diG, and sends to AC.

On the basis of information given in archives, the identity of signer and validity of public key is verified by AC.
The AC computes system’s public key

R =

n∑
i=1

Ri.

Phase (III) Multi-Signature Generation:

Each signature entity Ci, generates his/her signature and sends it to AC, then the final multi-signature is com-
puted by AC. Generation of final multi-signature is shown by the following steps

(i) Every signer Ci selects a large integer αi ∈ [1, n − 1], computes the point Qi = αiG = (xi, yi), ri = xi
mod n. If ri = 0, then select new αi.

(ii) Signer Ci sends (ri, Qi) to AC. AC update archives with this information and then computes

Q =

n∑
i=1

Qi = (x, y)

and r = x mod n. Goto step (i) and choose αi, again if r = 0, otherwise broadcasts (r,Q) to the other
signer.
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(iii) Ci calculates, si = (αi + erdi ) mod n and transmits (r, si) to AC.

(iv) Individual signatures (r, si), are verified by AC using r,Qi and Ri. Set Q′i = siG − erRi. If Q′i = Qi,
then only the signature accepted by AC, else rejected.

(v) As AC finds all the signature valid, he computes

s =

n∑
i=1

si

then sends the final multi-signature (m, r, s), to the verifying server VS.

Each signer can respectively sign the message as in step (iii). The time to generate signature can be shortened
and the efficiency of the entire signature system will be increased.

Phase (IV) Multi-Signature Verification:

After receiving (m, r, s) from AC, VS verify signature using public key R.

(i) Compute e = h(m).

(ii) Taking P = sG− er R = (x′, y′).

(iii) If verifier finds P = Q, then only the signatures are valid, otherwise ask to re-sign.

Table 1. Complete operations of our proposed scheme

Signer’s Ci Authentication Server (AC)

Key Generation

di ∈ [1, n− 1], Ri = diG
Ri−→ R =

∑n
i=1Ri

Multi-Signature Generation

αi ∈ [1, n− 1]
Qi = αiG = (xi, yi)
ri = xi mod n

If ri = 0, select new αi
(ri,Qi)−→ Q =

∑n
i=1Qi = (x, y)

r = xmod n
If r = 0, select new αi,

(r,Q)←− else send(r,Q) to signers

si = (αi + e r Ri)mod p
(r,si)−→ Verify all (r, si)

Q′i=siG− erRi. IfQ′i=Qi,
accept, else reject signature.
If all signatures are valid,
compute s =

∑n
i=1 si

Send multi-signature (m, r, s) to verifier

Verifier

e = h(m)
P=sG-er R=(x’, y’)

If P = Q, then only,the signatures is valid.
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The signature is valid one iff and only iff, P = Q.

P = sG− erR

=

n∑
i=1

siG− erR

=

n∑
i=1

(αi + erdi )G− erR

=

n∑
i=1

αiG+ er

n∑
i=1

diG− erR

= Q

5. SECURITY AND COMPUTATIONAL ANALYSIS

In this section we analyze security properties of the proposed multi-signature scheme in different aspects.

(A) If an attacker attempts to personate the authentic user Ci, to sign the message, then attacker must have knowledge
of the private key di, from the function Ri = diG. For this he has to face elliptic curve discrete logarithm
problem and that is not going to be easy for him.

(B) As an attacker attempts to get the private-key di, from signature function si, the attacker must have to solve
equation si = αi + erdi mod n, but it’s not possible for him because of two unknowns αi and di.

(C) The proposed scheme resists replying attack, because whenever a message is sent to next signer, the sender
must attach a unique signature and could not generate the same signature. There are numbers randomly selected
by signer and the probability that each signer repeats the same number is extremely low. So in this way every
multi-signature is unique.

(D) The amount of calculation and communication is reduced because, AC himself generates entire public key and
multi-signature.

(E) In this multi-signature scheme the improved ECDSA is used and no complicated calculation of inverse is re-
quired here as in the earlier. Signer have to compute si = αi + erdi mod n, and has no other computation
of messages or verification of signature received from the former signer. That is why the proposed signature
scheme perform better, in comparison with other multi-signature schemes [10, 16].

6. CONCLUSION

The Digital Multi-Signature is a co-operative signature authentication protocol. Complicated process and
large computation in stages of generation and verification of multi-signature make it cumbersome to imply these
schemes in wireless networks environment. In this paper, we have presented a digital multi-signature scheme based
on an improved elliptic curve digital signature algorithm (ECDSA). This scheme has the advantage of elliptic curve
cryptosystem, such as shorter size of private keys, higher security and efficient computation, therefore this scheme is
suitable to adapt in wireless networks. Furthermore, we have analyzed the security of the scheme. It can prevent the
counterfeit attack and signature forgery attacks.
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