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1. INTRODUCTION

Information security has become a critical aspect of 21% century’s computing systems. In this era,

with the rapid growth of internet, security of information has become a necessity. Due to this, modern day
researches are working on different kind of encryption and decryption for transferring data over internet [1].
There have been several techniques developed for encryption/decryption of the information over the years.
In the last decade the application of the elliptic curves in cryptography have been attracting increased
attention of many authors [see e.g [2, 3]] because they have opened a wealth possibilities in terms of security.
The research indicates that the security of 160 bits’s( 210bits’s) elliptic curve key equals to the security of
1024 bit’s (2048 bit’s) RSA key[4].

In our previous work [5], we provide an example of the public-key cryptosystem based on ECC
mechanism and the implementation of elliptic curve cryptosystem using Tifinagh characters [6]. Further, we
provide a new method to secure the output of ECC cryptosystem [7, 8]. In [9], we have constructed a new
method of mapping alphanumeric characters to an EC points by using a non-singular matrix. In fact, the
transformation of the message into affine points is explained. A transformed character is encrypted by ECC
technique. In [10] our idea is based on matrix scrambling technique on elliptic curve.

In this paper, we define novel method of scrambling based on code computing. More precisely, we
discusse a new technique of encrypting data based on matrix scrambling method which is based on two
operations: code addition and code substraction. These operations utilized to scramble the code matrix. More
precisely, the proposed algorithm is a new technique of encryption data which enables good diffusion and is
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having a unique technique of decrypting it back to the plaintext and is easy to implement using a code
substraction operation.

The rest of this paper is organized as follows: we start with some basics notions on elliptic curve
over finite field Fp. Section 3 presents an overview about the Amazigh language. In section 4, we shall
propose a new secure technique for Tifinagh characters using code computing on elliptic curve. We also
explain in detail the implemention of our algorithm. The security analysis of the proposed scheme will be
discussed in section 5. Finally, the concluding remarks will be in the last section.

2. BASIC THEORY OF ELLIPTIC CURVE

In this section, we introduce briefly some basics notions connected with elliptic curves. For more
details on the theory of elliptic curves, we refer interested reader to [11, 12, 13].
An elliptic curve E over a finite field Fp is defined by the parameters o, B €F, (o, B satisfy the relation
403+27p2 £0), consists of the set of points (X, y), satisfying the equation:

y*=x +ax+p 1)

The set of points on E (Fp) also include point, which is the point at infinity and which is the identity
element under addition. The addition operator is defined over E (Fp) and it can be seen that E (Fp) forms an
abelian group. The addition and doubling of points rule is explained in many references (see e.g [14]).

3. THE AMAZIGH LANGUAGE

The Amazigh alphabet which is called Tifinagh-IRCAM, adopted by the Royal Institute of the
Amazigh Culture, was officially recognized by the International Organization of Standardization (ISO) as the
basic multilingual plan [15]. Tifinagh is encoded in the Unicode range U+2D30 to U+2D7F. The Figure 1
represents the repertoire of Tifinagh which is recognized and used in Morocco with their correspondents in
Latin characters.

€ X 1

3080QOAMXEZLINCI
XAEXANERA+ELS XX R KR
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f
i

Figure.1 Tifinaghe Characters Adopted by IRCAM with their
Correspondents in Latin Characters.

4,  MAIN RESULTS

In this section, we provide a new method of encrypting/decrypting data based on elliptic curve using
code computing of circular queue. First, we considere an elliptic curve E over the finite field Fp where p is a
prime. E is the set of points (x, y) satisfying the following equation E: y* = x* +ax+p where a, p are integer
modulo p, satisfying: 4o + 27p% = 0 mod p, and include an point Q called point at infinity. Once the defining
EC is know, we can select a base point called P and N, is order of P.

a. The Proposed Method Description
1) Code Computing on elliptic curve
In this paper, the code computing on elliptic curve is computed by defining two operation for the code
00, 01,10, 11, as shown in Table.1 and Table.2. Code subtraction is the reverse operation of code addition.
These operations are utilized to scramble the code matrix.

Table.1. Code Addition operation

+ 00 | 01 | 10 | 11
00 | 01 | 10 | 11 | 00
01 | 10 | 11 | 00 | 01
10 | 11 | 00 | 01 | 10
11 | 00 | 01 | 10 | 11
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Table.2. Code substraction operation

+ 00 | 01 |10 | 11
00 | 11 | 10 | 01 | 0O
01 [ 00 | 11 | 10 | 01
10 | 01 | 00 | 11 | 10
11 | 10 | 01 | 00 | 11

Therefore, the coding of points of elliptic curve can be expressed with these codes.

2) Encryption

In this cryptosystem, the plaintext is arranged into code matrix of nxm. Then, its transpose is taken.
This results in a matrix of mxn. Input an integer parameter N, as the count of operations, say the time of code
addition operation we made to matrix. Random() function is used to generate random positive integer noted
k. Therefore, we apply doubling and addition operations to compute kPg. Its binary form is treated.
Deponding on the binary bit from the Least Significant Bit( LSB) to Most Significant Bit ( MSB), the choice
to select rows or columns is made.

In the case of row, two rows r; and r, are selected randomly from the code matrix, similarly two
random values of columns ¢; and c, are selected to determine the range of rows on which transformation has
to be performed. To perform transformation on row: deponding the binary bit selected, circular code addition
is made. Similarly for column transformation. The entire process is repeated N number of times. For each
transformation, a sub key is constructed and recorded in a key file. The sub key is 5 tuple and is given as
follows:

Sub_key=(Tr, oy, o, B1, B2 ) wWith
e Tr: Transformation of row (R) or column (C).
® ay, 0p: Two rows or columns selected.
® B, B2: min and max values of range for two selected.

In the case of row transformation sub key is recorded as: R(ri/ro/m./m,).
In the case of column transformation sub key is recorded as: C(ci/co/mi/my).

The encryption process is shown in figure (Figure 2). In our case, the plaintext is transformed on
points of elliptic curve as is the embedding system M—Py, and the corresponding sequence is coded by using
the code 00, 01, 10 and 11. The obtained sequence is arranged into a Bi-directional circular queue data
structure [16]. The process of encryption is done in ten steps as following:

Step 1. Transposing the obtained data structure. Then, she can obtain a code matrix of m xn noted U = (u;j).

Ug U2 ... Ugp

Uy Uz2 ... Uzn
U=

um,l Um,z um,n

Step 2. Using Bob’s public key Pg, she can create a point K such that: K = kPg with k is a her own private
key (k remains secret).

Step 3. Input an integer parameter N, which represents no. of rounds of operations to perform. Depending on
N, N transformations are applied on the matrix.

Step 4. The binary form of key K (Step 2) provides some sort of strength to the encryption. After choosing K,
binary value of K is calculated and placed in a vector B.

Step 5. Let t = Digit(B;), where ’i’ is bit position, t value is either 0 or 1, which provides a way of deciding
either to perform row or column transformation. If t = 0, then T, = R. is performed i.e. row transformation
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operations are applied on the matrix as given below. If t = 1, then Tr = C i.e. column transformation
operations are applied on the matrix as given below (Figure 2).

Step 6. Using code addition operation for the range of two elements selected.

Step 7. Check whether binary sequence in vector t is completed. If it is completed, again start from first digit
in the binary sequence of b (LSB —MSB). Repeat steps 5 and 6 for N no of times.

Step 8. Record all the sub keys sequentially in a key file which becomes the key file.
The key file should be maintained secret.

Step 9. Encoding K with codes 00, 01, 10 and 11. Then Applying code addition operation of Column vectors
noted Y; and K as:
Ci=Y;+K withi=1,2,..m

Step 10. Compute kP and decode each column of matrix M Therefore, the ciphertext is:
C=(kP,C4,C,, ..., Cin).
Now, the cipher text is sent along with the key file to the receiver.

3. Decryption

The decryption process is done by reading the operations in the key file in reverse order and
applying code substraction operation on the matrix, which contains cipher text as to get plain text. i-e, the
process is done by reversing the operations done in the encryption process. To decrypt the ciphertext
according to inverse operations of the encryption steps, code addition operation is replaced by code
substraction.

The number of sub_key’s equal to the ‘N’ no of operations. The cipher text is arranged into a matrix
of the same order in the encryption as m and n. The steps of the decryption process explained in brief as
follows:

Step 1. Extract a first group of 2m bits in the received message and get a cooresponding point noted P, = kP.
Then he compute K = aP; = akP = kPg with a is his own private key.

Step 2. Separate the remaining sequence in groups of 2m bits noted C;. After encoding each group with
codes, then using code substraction operation to Compute: Y; = C; — K.
Hence, the results vectors Y; are stored into code matrix of mxn.

Step 3. The sub keys are decrypted one by one from the last sub key to the first sub key.
Step 4. For each sub key T,/ au/ oo/ B1/ B, values are obtained whose terms are already explained in the
encryption algorithm. Based on Tr value either R or C, code subtraction operation is performed on row or

column.

Step 5. The process is done until the key file is completed and at the end of process matrix A contains the
required original message i.e. plain text.
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Figure.2 Encryption Algorithm

b. Implementation Details of the Proposed Algorithm
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In this section, we show the details of our encryption algorithm by an example. The elliptic curve
using here is given by the following equation:
y? =3 + 4x + 20[29]

The point on the elliptic curve is shown below in Figure 3.
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Figure 3. Set of points on elliptic curve Ex(4,20)

The base point P is selected as (1,5). Here the choosing curve contains 37 points with P is the point
generator. In our case we use the Tifinagh characters (Tifinagh IRCAM) with some of the other symbols like
”;%,’(, ) and space for illustration purpose only.

In our case we have k = 13, a =29, Pg=(8,19)

4.2.1) Case study of the Encryption Process

Suppose that Alice wants to encrypt and transmit a message M=" 1oICXO1> to Bob, first she
converts all the text characters of the message into the points on the elliptic curve using the agreed upon code
table given in table 3.

o © 8 (0] 8
(1. 5) (4, 19) (20. 3) (15,27) (6. 12)
(@) Q O] rh X
(17, 19) (24,22) (8. 10) (14,23) (13.23)
%4 3 I H C
(10, 25) (19, 13) (16.27) (5. 22) (3. 1)
I iy ¢ G
(0. 22) (27, 2) (2.23) (2. 6) (27,27)
¥ A E X A
(0.7) (3. 8) (5.7) (16, 2) (19, 16)
+ F L b3 X
(10, 4) (13, 6) (14, 6) (8. 19) (24, 7)
X R R .: (
(17. 10) (6. 17) (15.2) (20, 26) (4, 10)
) Q
(1. 24) Space

Table 3. Tifinaghe Characters and the coorresponding points on EC.
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Letussetm=5n=7,N=6,B=0110100011. In vector B only 10 digits of the binary sequence is
considered in the example. After the plaintext is set into code matrix U, the layout of the matrix is shown as:

01 | 00O | OO | OO | 10 | 10 | 01
01 | 00O | OO | 01 | 01 | 00 | 01
00O | 10 | 01 | 10 | 10 | 11 | 0O
01 | 01 ) 01|00 | 11 |00 | 01
00 | 01 |10 | 01 | 01 | 11 ) 00

Layout of the Plaintext

After N operations and based on binary values in B, sub keys recorded in the key file is given as
followed:
C /1/2/1/3, C /5/1/0/3, R /2/3/0/6,
R /1/4/0/4, R /0/1/1/3, C /2/4/1/4
Then, she does the following:
e Alice tranform the plaintext into points on elliptic curve and the corresponding sequence is coded with
00, 01, 10 and 11.

HICZOT = (10,4), (1,5), (0,22), (3,1), (19,13), (17,19), (10,4)
e Creating the code matrix of mxn noted U. Hence, the process of disordering or scrambling the matrix
elements based on sub keys is explained as following:

01 | 00 | OO | OO | 10 | 10 | O1

01 | 00 | OO | 01 | 01 | OO | O1

00 | 10 | 01 | 10 | 10 | 11 | 00

01 | 01 | 01 | OO | 11 | 0O | O1

00 | 01 10 | 01 | 01 | 11 | OO
Plaintext

g

01 | 00 | OO | OO | 10 | 10 | 01

01 | 11 | 10 | 01 | 01 | OO | 01

00 | 0O | 112 | 10 | 10 | 11 | 0O

01 | 01 | 0O | OO | 11 | 00 | 01

00 | 01 | 10 | 01 | 01 | 11 | 0O
C/1/2/1/3

!

01 | 00 | OO | OO | 10 | 11 | 01
01 | 00 | 10 | 01 | 01 | 00 | 01
00 | 10 | 11 | 10 | 10 | 00 | 00
01 | 10 | 00 | OO | 11 | 00 | 01
00 | 01 | 10 | 01 | 01 | 11 | 0O

C/5/1/0/3

I

01 | 00 | OO | OO | 10 | 11 | 01
01 | 00O | 10 | 01 | 01 | 00 | 01
11 | 10 | 10 | 01 | 11 | 01 | 0O
00 | 11 | 01 | OO | 00 | 10 | 10
00 | 01 | 10 | 01 | 01 | 11 | 00

R/2/3/0/6
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Il

01 | 00O | OO | OO | 10 | 11 | 01
10 | 11 | 00 | 11 | 00 | 00O | 01
11 | 10 | 10 | 01 | 11 | 01 | QO
00O | 11 | 01 | 0O | OO | 10 | 10
10 | 00 | 00 | 112 | 00 | 11 | OO
R/1/4/0/4
01 | 01 | 01 [ 10 | 10 | 11 | 01
10 | 00 | 00 | 00 | 00 | 00 | 01
11 | 10 | 10 | 01 | 11 | 01 | 0O
00 | 11 | 01 | OO | OO | 10 | 10
10 | 00 | OO | 11 | 00 | 11 | 0O
R/0/1/1/3
01 01 ) 01]10] 10|11 )01
10 | 00 | 11 | 00 | OO0 | 00 | 01
11 | 10 | 00 | 01 | 00 | 01 | QO
00 | 11 | 10 | OO | 01 | 10 | 10
10 | 00 | 00 | 11 | 01 | 11 | QO
C/2/4/1/4

e After encoding K with codes 00, 01, 10 and 11, we obtain [11 00 01 01 10]. Applying code addition
operation to compute C; = Y; + Kwithi =1, 2, ..., m. Therefore,

01 01 01 ]10]10|11 )01
11 | 01 | 00 | 01 | 01 | 01 | 10
01 | 00 | 10 | 11 | 10 | 11 | 10
10 | 01 | 00 | 10 | 11 | 00 | QO
01 | 11 |11 |10 | 0O | 10 | 11

e  After decode each C; and calculate kP, the cipher text is given as following:

100001101101010110101101110100010101100100101110111010010010110000 01111110001011

Now, the cipher text is sent along with the key file to the receiver.

4.2.2) Case study of the Decryption Process
When Bob received the above series of bits, he does a steps as following:

e  Extract a first group of 2m bits in the received message and get a cooresponding point noted P, = kP =
(16, 27). Bob compute: K = aP; = akP = (24, 22) with ’a’ is his own private key. Hence, the coded key K

is represented by [11 00 01 01 10].

e  Separate the remaining sequence in groups of 2m bits. Each group is coded with 00, 01, 10 and 11, noted
C;. The layout of the cipher text after placing in matrix A of order m and n, which have vectors C; is

given as followed:

01 |01 |01 |10 ] 10| 11 ] 01
11 | 01 | 00 | 01 | 01 | 01 | 10
01 | 00 | 10 | 11 | 10 | 11 | 10
10 | 01 | 00 | 10 | 11 | 00 | 0O
01 |11 | 11 | 10 | 00 | 10 | 11
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e Using the code subtraction, to compute Y; = C;- K withi =1, 2, ..., m. Then, we get the code matrix as:

01 | 01 01 ]10] 10|11 )01
10 | 00 | 11 | 0O | OO | OO | 01
11 | 10 [ 00 | 01 | 00 | 01 | OO
00O | 11 | 10 [ 0O | 01 | 10 | 10
10 | 00 | OO | 11 | 01 | 11 | OO

e The next stage of decryption is done by reading the sub keys in key file in reverse order and sub keys in
reverse order is given as:
C /2/4/1/4, R /0/1/1/3, R /1/4/0/4
R /2/3/0/6, C /5/1/0/3, C /1/2/1/3

e The remaining steps of the decryption are given as follows:

01 |01 01|10 |10 ] 11 ] 01
10 | 00 | 11 | 00 | OO | OO | 01
11 | 10 | 00 | 01 | 00O | O1 | OO
00 | 11 | 10 | OO | O1 | 10 | 10
10 | 00 | OO | 11 | 01 | 11 | OO

Ciphertext

Il

01 01 | 01]10] 10|11 )01
10 | 00 | OO | OO | OO | OO0 | 01
11 | 10 | 10 | 01 | 11 | 01 | 0O
00 | 11 | 01 | 0O | 00 | 10 | 10
10 | 00 | OO | 11 | 00 | 11 | OO

C/2/4/1/4

!

01 | 00 | 00 | OO | 10 | 11 | 01
10 | 11 | 00 | 11 | 00 | 00 | 01
11 | 10 | 10 | 01 | 11 | 01 | 00
00 | 11 | 01 | 00O | 00O | 10 | 10
10 | 00 | OO | 11 | 00 | 11 | 00O

R/0/1/1/3

!

01 | 00 | OO | OO | 10 | 11 | 01
01 | 00 | 10 | 01 | 01 | 00O | 01
11 | 10 | 10 | 01 | 11 | 01 | OO
00 | 11 | 01 | OO | 00 | 10 | 10
00 | 01 | 10 | 01 | 01 | 11 | 00

R/1/4/0/4

!
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01 | 00 | OO | OO | 10 | 11 | 01
01 | 00 | 10 | 01 | 01 | 00 | 01
00 | 10 | 11 | 10 | 10 | OO | 0O
01 | 10 | 00 | OO | 11 | 00 | 01
00 | 01 | 10 | 01 | 01 | 11 | 0O

R/2/3/0/6

!

01 | 00 | OO | OO | 10 | 10 | 01
01 | 11 | 10 | 01 | 01 | 00 | 01
00 | 00 | 11 | 10 | 10 | 11 | 0O
01 | 01 | 00 | OO | 11 | 00 | 01
00 | 01 | 10 | 01 | 01 | 11 | 0O

C/5/1/0/3

!

01 | 00 | OO | OO | 10 | 10 | 01
01 | 00 | OO | 01 | 01 | 00 | O1
00 | 10 | 01 | 10 | 10 | 11 | 00O
01 | 01 | 01 | 0O | 11 | 00 | O1
00 | 01 |10 | 01 | 01 | 11 | 00

C/1/2/1/3

e  After transposing of the result matrix, we get a code matrix of n x m. Then, extract and decode it to
obtain the sequence as:
010000001010010100000101000100100110101100010100011000100011001011100
e  Separate the sequence in group of 2m bits.

After decoding each group, and reverse the imbedding, he can obtain the plaintext =7 TolCLO+~.

5. SECURITY ANALYSIS

Since the encrypted message, the public key and the domain parameters [17] of elliptic curve are
open to the public. The attackers may attempt to compute the private key from the publickey in order to
decrypt the encrypted message. The security of the proposed scheme therefore relies on the coded sequence
can be obtained from the knowledge of codes 00, 01, 10, 11 and the coded key. The only possibility of
coding sequence arises when the attacker has the knowledge of the private key k of Alice. We have shown
this attack is not possible in our proposed scheme, because ECDLP (Elliptic Curve Digital Signature
Algorithm) to obtain Alice private key k is difficult. Also, the good choice of elliptic curve gives a better
binary sequence. Then, the code computing on elliptic curve is combining with transposing to scramble the
matrix in both directions row wise and column wise efficiently. So, the proposed scheme is more robust
against most of the current attacking.

6. CONCLUSION

In this paper, the use of code computing firstly, secondly code addition operation with an point on
elliptic curve (K), avoid the regularity in the resultant ciphertext which is transformed from plaintext matrix
and hence improves the difficulty of decrypting. This paper indicates that the original message are completely
scrambled by these operations. Therefore, our algorithm is a good candidate for the security of text and
image. Finally, the steps of the implementation of this algorithm are explained.
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