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1. INTRODUCTION

With the explosion of networks and the huge amount of data transmitted along, securing data
content is becoming more important. Data encryption is widely used to ensure security in open networks such
as the Internet. With the fast development of cryptography research and computer technology, the capabilities
of cryptosystems such as of RSA and Diffie-Hellman are inadequate due to the requirement of large number
of bits. The cryptosystem based on Elliptic Curve Cryptography is becoming the recent trend of public key
cryptography.

The message is converted into an incomprehensible data in the process of encryption. The

confidential data is generally encrypted to protect it from attackers [1,2].The receiver of the message needs
an algorithm to retrieve the plaintext. To make the procedure more secure the algorithm is devised so that the
retrieval of the message from the encrypted data is possible only for a person holding a private key. This
process is generally referred to as decryption.
In our previous work [3], we investigate the implementation of elliptic curve cryptosystem using Tifinagh
characters. Furthere, we have provided a new mapping method based on non-singular matrices in [4]. In [5]
we provide more secure digital signature scheme by using Boolean permutation based elliptic curve
cryptography (ECC). In [6] we describe an elliptic curve cryptosystem using code computing For Tifinagh
alphabet.

In the present paper, we provide a new secure scheme based ECC using Pauli spin ¥ matrices. Here,
we are creating synthetic data value on the 55 alphabets of Amazigh, based on hexadecimal code. Encryption
as cipher text use invertible square matrix, blocking the message according to the selected square matrix. At

Journal homepage: http://iaesjournal.com/online/index.php/ 1JINS

www.iaesjournal.com




1JINS ISSN: 2089-3299 a 191

decryption we use the inverse of the square matrix. The choice of the matrices is based on the selected bits on
random point. More precisely, we propose an algorithm for encoding the Amazigh alphabets to data stream.
Next, we will encrypt these numbers based ECC technique using Pauli spin ¥ matrices.

The remainder of this paper is arranged as follows: we start with brief review of elliptic curve
followed by Pauli spin % matrices in section 3. Next, we describe the encoding of the Amazigh alphabet in
section 4. In section 5 we propose an algorithm based elliptic curve using Pauli spin ¥ matrices. The security
of the proposed method is studied in 6. The paper is concluded in Section 7.

2. BRIEF REVIEW OF ELLIPTIC CURVE
The Weiestrass equation defining an elliptic curve over finite field F,, is as follows:

y?=x3+ax +b, (1)
where X, y are elements of the field F,, and a, b are integer modulo p, satisfying the following equation:
4a® + 27b% %0 mod p )

An elliptic curve E over F, consist of the solutions (x,y) defined by Equations (1) and (2),
along with an additional element noted O, which is the point of elliptic curve at infinity. The set of points
(x,y) are said to be affine coordinate point representation.

The basic Elliptic curve operations are point addition and point doubling. Elliptic curve cryptographic
primitives require scalar point multiplication [7].

Say, given a point P(x,y) on an elliptic curve, one needs to compute kP, where k is a positive integer. This is
achieved by a series of doubling and addition of P.

3. PAULI SPIN %2 MATRICES

The basic Pauli spins ¥ matrices are used for the encryption of data streams in [8, 9]. In the present
work, we provide a novel encryption scheme based on the operation multiplication with Pauli spins %
matrices.

Definition

The pauli spin matrices are set of three (2x2) complex matrices o1, o, and o3, which are hermitian
and unitary matrices represents the intrinsic angular momentum components of spin % particles in quantum
mechanics. These matrices are defined as:

0 1) 0 -i 1 0
G1— Go—= O3=
1 0) i 0 0 -1
e
1 0
We denote by a= the identity matrix, b=c1, ¢c= -ic, and d=c3. Then,
\0 1
0 1 0 -1 1 0
b= [ J , C= and d=
1 0 1 0 0 -1

We braid entangle these (2x2) matrices to form the set B of (4x4) non singular braided matrices [10]. The
elements of the set B are formulated as follows:
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1 0 o0 1 1 0 0 T] 1 0 o0 =

a b) 01 1 0 a b) 01 1 0 a C) 01 1 0

Bolz = 0 -1 1 0 Bgz— F 1 0 0 -1 Bo3— o 1 0 O 1
c d 1 0 0 -1 d ¢ 0 -1 10 d b 0 -1 10

J J L — J L —J

[0 1 1 0] [0 1 1 0] [0 1 1 0]

b a) 1 0 0 1 M a) 1 0 0 1 b d) 1 0 0 -1

BQ4: = 0 -1 10 Bg5: F 1 0 0 -1 BO(S: o 0 -1 1 0
c d 1 0 0 -1 d ¢ 0 -1 10 c a 1 0 0 1

g J L — g J L — g W, L ]

[0 -1 1 0] [0 -1 1 0] [0 -1 1 0]

(c a) 1 0 0 1 c d) 1 0 0 -1 c d) 1 0 0 -1

Bo7= = 0 1 l O ng: = l 0 0 1 Bog= F 0 1 1 0
b d 1 0 0 -1 a b 01 1 0 b a 1 0 01

~ J — — ~ J — — . J | —

1 0 0 T 1 0 o0 -1 1 0 o0 -1

d b 0 -1 1 0 d ¢ 0 -1 1 0 d ¢ 0 -1 1 0

BlO= l 0 0 -l Bllz l 0 0 1 BlZ_ = 0 1 1 0
a ¢ 01 10 a b 01 10 b a 1 0 01

4, ENCODING OF AMAZIGH CHARACTERS

The Amazigh alphabet was officially recognized like belonging to the basic multilingual planned by
the International Organization of Standardization (ISO). The tablel below presents the Amazigh alphabet and
the associated Unicode allocated by 1SO. Tifinagh is encoded in the Unicode range U+2D30 to U+2D7F.
With the UTF-8 encoding, Unicode characters can be used in practice. There are 55 defined characters:

Table 1. Encoding of Amazigh Alphabets

w2030 o (OB X | X | X| TIAIVIE | F[SH|K] -+ |IX
v O|D| £ | A X] 1S LT
vapso | | |50 |OlQY) 1 =|O0|@| 1 IX G|
vaoe A\ ||| SEET | K ’

5. MAIN RESULTS

Proposed Scheme
In the proposed scheme, the corresponding code of tifinagh characters is generated as per the step by
step procedure given below:
Algorithm (1)
Step 1: Represent a plaintext by hexadecimal code as: 2Dxx.
Step 2: subtracts ‘2D00’ from the corresponding code. The obtained hexadecimal code is shown in

a.

Table2.

Step 3. Convert them into decimal form.
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Table 2.Synthetic value for Amazigh Alphabets and numbers

o | | X | X | X | T | A Vo B
30 31 32 33 34 35 36 37 38 39 3A
g K e XK ] O] O = X
3B 3C 3D 3E 3F 40 41 42 43 44 45
i L7 | e 1 X i H [ [
46 47 48 49 4A 4B 4C 4D 4E 4F 50
| S S O || H{ : A NO NG, Q
51 52 53 54 55 56 57 58 59 5A 5B
FIX[@E[A[U[S|[F [T [X][T
5C 5D 5E 5F 60 61 62 63 64 65 6F

At last, we encrypt these decimal numbers with selected key matrix based on random point on elliptic curve.

Encryption
The text message is divided into data streams of 4 characters each. These data streams are coded to
the equivalent numerals using the code table given below and the message block is obtained.

Algorithm (2)
Step 1: Transform a text message into integer linear blocks as shown in Algorithm 1.
Step 2: Chooses a random integer k and compute: K=kPg.

Step 3: For each number input in binary form, calculate the input in decimal form mod 12. For each
number generated, obtain B; and B; from the set of matrices ( Boy, Boy, - - ., B12).

Step 4: Make plain text as blocks according to the key matrix. We denote the message block M.

Step 5: Let K=kPg is a random point which decides which matrix is selected. The choice of code matrix
is based on the bits selected (by), where t is bit position (LSB—MSB).

Step 6: Multiply Plain text or message block with selected square matrix B; and Bj. C=(M* B;)*B;
Repeat (5-6) for the next block not visited.

The cipher text is represented as kP followed by the obtained blocks as: (kP,C4,C,,...,C,)

Decryption

Before attempting for decryption of the text, the receiver extracts the coordinate of kP and are stored
as P1.Then, compute K=ngP; using his own private key. The coded matrices are selected using the bits of K.
The received message is divided into data streams of 4 characters each (linear blocks). To obtain the stream
number from encrypted message, the receiver multiplies linear block with inverse of the matrix B; followed
by inverse of B;. The numerals are converted to hexadecimal. Then, adding this number with “2D00”. The
result code represents the cooresponding code of Amazigh characters.

b. Implementation of the proposed Method
For demonstration purposes typical Elliptic Curve is represented by:

y? = x* + 4x + 20 mod 29;

where a =4, b =20 and p = 29. The generated points on the curve can be found as shown in Table 3.
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Table 3: Set of sample points on EC

(1,5) (4,19) (20,3) (15,27) (6,12)
(17,19)  (24,22) (8,10) (14,23) (13,23)
(10,25)  (19,13) (16,27) (5,22) (3,1)
(0,22) (27,2) (2,23) (2,6) (27,27)
0,7) (3.8) (5,7) (16,2) (19,16)
(10,4) (13,6) (14,6) (8,19) (24,7)
(17,10)  (6,17) (15,2) (20,26) (4,10)
(1,24) o)

The base point P is selected as (1,5). Here the choosing curve contains 37 points with P is the point
generator. In the ECC method, we generate a nonce, i.e a random integer k (k < p), which needs to be kept
secret. Then KP is evaluated, by a series of additions and doublings, as discussed above. Let us call the
source as A and destination as B. Let the private key of the host B be ng. The public key of user B is
evaluated by Pg = ngP.

In our case we have k = 13, ng = 21, Pg=(0,7), then K= kPg =(5,22).

Encryption

The Assumed Plain Text is «“+oICTO+ LI |® ” (including alphabets Amazigh). In our case each
alphabet is replaced by a by natural number. So the encrypted characters are shown in the following table 4.

Step 1. Assigning Text to Synthetic Data.
Table 4. Encryption of alphabets and numbers

Character + [a] | C 3 O + [ £ I |z | ®

Synthetic Data 92 48 79 78 73 84 92 73 74 73 79 89

Step 2. Making a Plain text as linear block of size 4.
Table 5.Linear block text

Plain Text Blocking the Synthetic value for
Plain text Plain Text Block
foiIczQ+ [ £ [0 [ I [C 92,85, 79, 8
110 [ | O F [ % 73.84,9,73
I b @ 74,73, 79, 89

Step 3. Select b=bit (K;), where t is bit position (LSB—MSB), the bit of the binary sequence of K.
Step 4. Selecting (4 x 4) invertible matrices noted B; and B;.
Here we choose K= (0010110110).

Input in the Decimal Message block Key matrix Cipher text
binary form form mod 12
00 0 Bo1
(92, 48, 79, 78) (171, -30, 126, -13)
10 2 Bos
11 11 B,
(73, 84,92, 73) (184, -146, 146, 168)
01 7 Bos
10 3 Bos
(74,73, 79, 89) (315, -11, -21,9)
00 9 Bio
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The block 1 consist the plaintext value (4, 0, I, D), it’s equivalent Synthetic value is (92, 48, 79, 78)
as per the table, It is called as a ‘M’. Compute the product of this vector with the selected matrices. Our
message consists 3 linear blocks. The first block is encrypted with Bo; and Bgs. Therefore, (92, 48, 79, 78)
encrypted message is (171, -30, 126, -13).

Similarly, block2 (73, 84, 92, 73) encrypted message is (184, -146, 146, 168) and block3 (74, 73, 79, 89)
encrypted message is (315, -11, -21, 9).

Decryption

Before attempting for decryption of the text, the receiver extracts the coordinate of kP and are stored
as P;.Then, compute K=ngP; using his own private key. The coded matrices are selected using the bits of K.
The received message is divided into data streams of 4 characters each (linear blocks). The linear block is
decrypted by using the inverse of the matrix B; followed by inverse of B;. The Block 1 (171, -30, 126, -13)
decrypted message is (92, 48, 79, 78). Similarly, block2 (184,-146, 146,168) decrypted message is (73, 84,
92, 73) and block3 (315, -11, -21, 9). encrypted message is (74, 73, 79, 89). The obtained numerals are
converted to hexadecimal. Then, adding this number with “2D00”. The result code represents the
cooresponding code of Amazigh characters.

Thus we retrieve the plaintext “FOICL O+ L ITLI® ~,

6. SECURITY ANALYSIS

Several types of active and passive attacks are possible on the cipher text [11,12]. There are three
basic attacks against the proposed scheme: Cipher text attack, Chosen cipher text attack and Adaptive chosen
cipher text attack. In the proposed scheme, it is very difficult, due to the secret key, chosen random point on
elliptic curve and the operation matrix multiplication with the linear blocks. Here we have ciphered each
Amazigh alphabets and numbers into numbers using private and public key and hence decrypted the keys to
obtain the final character and the final message. The proposed encryption technique is very and straight
forward. In this algorithm we can make any number of square matrices and blocks. The algorithm is based on
the (4 x 4) square matrix. Therefore we can select two square matrices. The reason for selecting linear block
cipher for our algorithm, the linear algebra will not produce same kind of result for the repeated text variable.
There are a few highlight points about our implementation, First one is we are converting the alphabets
Amazigh to synthetic data value, second is we are selecting random point on EC for choosing two code
matrices B; and B; which announcing as public keys. The bottleneck of our algorithm, we are keeping a
random point as a private key. To extract the original information, it is very difficult due to the chosen of
point on elliptic curve and the pauli spin %2 matrices.

7.CONCLUSION

The proposed method provides high security level since it involves the encryption at three levels:
selection of the random point on EC, selection of the matrices arbitrarily from the set B and the sequence of
multiplication of the matrices with linear block cipher.
It is very difficult to obtain secret key from cryptanalysis, because the plaintext is coded using code table, a
mod function is used, the random point on EC, and the encoding matrices are changed for each data stream.
Another innovative idea for our algorithm, we are extending characters upto 55 letters of Amazigh. Most of
the algorithms are working based on the 33 alphabets, adopted in Morocco, especially hill cipher or linear
block cipher. In the proposed algorithm, we are extending the text value upto 55.
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